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• Focus on Electric Power Utility supply chain issues in the operational 
environment

• Cover internationally accepted standards and guidelines relevant to identifying 
and managing cybersecurity risks associated with the supply chain risk from 
third-parties / suppliers and will provide a survey of these documents (e.g., the 
U.S. National Institute of Standards and Technology [NIST] Cybersecurity 
Framework, NIST SP800-161, ISO/IEC 27036-1:2021, NISTIR 8276). 

• Address different approaches and considerations that utilities should take into 
account based on their context (e.g., generation, transmission, distribution, 
DER aggregators). 

Agenda: Supply Chain Standards for Electric Power Utilities



Overview of Cyber Security Standards and Guidelines

The key IEC, ISO, IEEE, NIST, NERC, and IETF cyber security standards and best practices are 

shown in the diagram, organized by type (What, How, Process towards Compliance) and by 

Focus Area (High general level, High energy-specific level, Detailed technical level). 

Cybersecurity Standards and Guidelines that Apply to Smart Energy Operational Environments

Area (Focus) Organizational (What) Technical (How)

IEEE 1686 Security for IEDs
IEC 62325-503 Energy Market Security 

IEC 60870-5-7 Security for 101/104 Protocol
IEEE 1815 SA/v5 & v6 for DNP3 Protocol

IEEE 2030.5 Protocol Security

Internet Standards

IPSec RFC 1827
TLS RFC 5246
SNMP RFC 3418
Syslog RFC 5424
OAuth RFC 6749
Cloud Services 
XML ...

Directory svcs X500
LDAP RFC 4511
PKI, X509
OCSP RFC 6960
GDOI RFC 6407
EST RFC 7030
SCEP  ...

Energy Systems Operational 
Technologies

 
(Technical Security Controls 

and Techniques) 

IECEE CMC TF Cybersecurity for IEC 62443 
2-4, 4-1 (in progress)

Process towards Compliance

IEEE 1686 Conformance (future)

IECEE CMC TF Cybersecurity for IEC 62443 
3-3, 4-2 (in progress)

General IT Security Reflecting 
Business Requirements

Energy Systems Operational 
Environments

 
(Organizational and 

Procedural Security Controls)

ISO/IEC 27001 Certification 
(ISO/IEC 27002/27019) 

Cybersecurity Capability Maturity Model 
(C2M2) (for determining the degree of 

compliance)
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ISO 22301 
Business Continuity 

IEC 62351-100-xx Conformance 
(in progress)

IEC 62351-3, -4, -5, -6 Security for Protocols
IEC 62351-7 Network & Sys Mgmt (SNMP)

IEC 62351-8 Access Control (RBAC)
IEC 62351-9 Key Management

IEC 62351-10 Security Architecture
IEC 62351-11 Security for XML Files
IEC 62351-12 Cybersecurity for DER

IEC 62351-14 Security Logging
IEC/TR 62351-90-2 Deep Packet Inspection

IEC 62351
NISTIR 7628 

Smart Grid Security Controls 

IEEE 1547.3 Guide and Recommendations for 
Cybersecurity for DER

IEC 62443-2-3, 2-4, & 4-1 
Security Programs

IEC 62443-4-2 
Security for Products

IEC 62443-3-3 
System Security Controls

NIST 
Cyber Security Framework

ISO/IEC 27001 
Security Requirements

ISO/IEC 27005, NIST SP800-39, 
ISO 31000 Risk Assessment

ISO/IEC 27002, 27019 
Security Controls

NERC CIPs
Security Regulations for Bulk Power



Elements of Cybersecurity:  Organization, Procedures, and Technologies, 

based on  Risk Assessment



What is Unique about Supply Chain Standards?

• Most cybersecurity standards focus on what a single 

organization needs to do to secure their own people, 

systems, and operations.

• Supply Chain security issues, by definition, involve multiple 

organizations

– Procurement of products from other organizations.

– Utilization of external communication networks and 

services, such as markets and cloud services.

– Interactions with personnel from other organizations: 

vendors, plant operators, aggregators, and customers.

– Incorporation of equipment from other organizations 

into power system operations, such as generating plants 

and distributed energy resources.

DER Owner

Owns DER and May 

Sell Energy and/or 

Ancillary Services

DER Owner

Owns DER and May 

Sell Energy and/or 

Ancillary Services

DER Aggregator

Manages DER and 

buys and sells
Ancillary Services

DER Aggregator

Manages DER and 

buys and sells
Ancillary Services

Retail Energy 

Provider
Buys and Sells Energy 

and Ancillary Services

Supports DER Owners

Retail Energy 

Provider
Buys and Sells Energy 

and Ancillary Services

Supports DER Owners

Utility Distribution 

and DER Planning

Plans distribution system and 

establishes DER 

interconnection requirements

Utility Distribution 

and DER Planning

Plans distribution system and 

establishes DER 

interconnection requirements

Operate According to 

Market Pricing Signals
Operate for Safety, 

Reliability, and Efficiency

Distributed Energy 

Resources (DER) 
Generates electrical energy

Stores energy

(Controllably) consumes energy

Provides mandatory grid services

Performs autonomous functions

Responds to control commands

Responds to protection actions

Distribution System
Operations

Updates DER Functions

Monitors DER system
Enables/ Disables DER Modes

Evaluation of distribution system

safety and efficiency with DER

Distribution System
Operations

Updates DER Functions

Monitors DER system
Enables/ Disables DER Modes

Evaluation of distribution system

safety and efficiency with DER

DER Device
Maintenance

Helps ensures DER system &
its protection controls are

operating correctly

DER Device
Maintenance

Helps ensures DER system &
its protection controls are

operating correctly

Distribution System
Maintenance

May lock out DER system

during power system

maintenance

Distribution System
Maintenance

May lock out DER system

during power system

maintenance

Smart Meters, Historical 

Data, Settlements, and 

Auditing

Meters interval energy

Matches metering to schedules
Collects historical data

Audits settlements

Smart Meters, Historical 

Data, Settlements, and 

Auditing

Meters interval energy

Matches metering to schedules
Collects historical data

Audits settlements

ISO/RTO/TSO

Requires or incentivizes  

DER services through 

bulk market

ISO/RTO/TSO

Requires or incentivizes  

DER services through 

bulk market

Operate According to 

Tariffs or Contracts

Operate for Energy and 

Ancillary Services

Utility Regulators
Establishes operating and tariff 

rules

Energy Markets
Provides markets for energy-

related services

Operate for Safety, 

Reliability, and Efficiency
Operate for Safety, 

Reliability, and Efficiency

Operate According to 

Tariffs or Contracts Operate According to 

Market Pricing Signals
Bid into Market Bid into Market

Establishes 

Market Rules

Exchange Settings and 

Near-Real-Time Data

Coordinate for Safety 

and Reliability

Metered Data
Vendor updates

Generic Interactions between Stakeholders

Logical Interfaces of Stakeholders with DER

Local DER Interface
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Market stakeholders

Utility stakeholders

Aggregator stakeholders

Facility stakeholders

DER systems

Legend:

Operate and 

Manage

Manufacturers and
Implementers

Designs DER products

Type tests DER products
Implements & Tests DER 
Upgrades DER systems

DER Operator (e.g.
Facility or Microgrid

Turns DER units on and off

Sets DER generation levels

Monitors DER system
Responds to ancillary service 

requests and bids

DER Operator (e.g.
Facility or Microgrid

Turns DER units on and off

Sets DER generation levels

Monitors DER system
Responds to ancillary service 

requests and bids

Updates DER functions



What are the Supply Chain Risks? 

• Utility purchases energy management products from vendors who have deliberately or accidentally incorporated 
malicious code into their systems.

• Utility interfaces to 3rd party products which contain malicious code.

• Utility develops software using code from compromised sources.

• Utility installs 2 software/firmware patches with malicious code that is undetected: only detectable with both patches 
applied.

• 3rd parties connect to utility operations without adequate access control, authentication, or authorization.

• Supplier cannot provide products to utility in a timely manner due to their supply chain problems.

• Supplier provides lower quality or even counterfeit products due to their supply chain problems.

• Natural disasters physically disrupt the development and/or delivery of products.

• Regulatory changes affect delivery of systems – timing and/or quality.

• Cloud services experience cyber attacks, impacting sensitive data and power system operations.

Malicious code impacts:

• Allows sensitive information to be stolen.

• Affects power system operations, causing power outages, frequency or voltage 

problems, equipment failures, or even safety issues.

• Affects power markets so that subtle changes allow one market participant to gain more 

than the rules permit.

• Affects customer’s appliances, causing utility loss of reputation even if they pay for 

damaged appliances.



What are the Supply Chain Vulnerabilities?

• Utility fails to have comprehensive Security Policies for their OT systems (ISO/IEC 27019, IEC 62443, 
NIST CSF, NERC CIPs, etc.)

• Utility fails to have a supply chain policy for their procurements

• Utility fails to check on their vendors’ supply chain policies

• Utility fails to test vendor products for common malware

• Utility fails to request the vendor to validate software systems and patches

• Utility fails to test the cybersecurity of vendor products including interfaces with utility equipment

• Utility fails to have multiple vendors able to supply similar products

• Utility fails to use multifactor authentication for access to critical systems

• Utility fails to require 3rd party owners and operators of generating plants and distributed energy 
resources (DER) to implement cybersecurity before connecting to the power system

• Utility fails to have cybersecurity contractual agreements on responsibilities and actions with 3rd party 
aggregators and DER owner/operators

• Utility fails to have plans for operations during natural disasters and recovering after such events



What are Some Key Actions to Address these Supply Chain Vulnerabilities?

• Risk Assessment (see later slides)

• Use of power system monitoring to 

detect and log possible cyber attacks

• Cybersecurity requirements and 

testing certification for all 

interconnecting systems and personnel

• Cross-organizational contractual 

agreements on responsibilities and 

actions of all parties

• Role-Based Access Control (IEC 

62351-8) for all external parties

• Gateways with strong security (next 

slide)

Example: Role-Based Access Control



What are Some Key Actions to Address these Supply Chain Vulnerabilities?

• Example DER architecture with gateways

SCADA 
Security

Utility  Gateway 
Security Services:  

Cloud, DMZ, 

firewalls,

data access 

control, data 

validity, protocol 

security, 

contractual 

agreements, 

privacy 

Utility ADMS and/or 

DERMS: Manages DER-

related information and 

functions

Utility Energy Market: 
Ancillary Services, 

Efficiency Services, 

Environmental Services

Aggregator Gateway 

Security Services: Cloud, 

DMZ, firewalls, data 

access control, data 

validity, protocol security, 

contractual agreements, 

privacy

Secure IEEE 2030.5, IEEE P1815.2 
(DNP3) or IEC 61850 

Secure IEEE 2030.5 or 
IEC 61850 or   
Proprietary

Direct Utility Real-time Control: Secure IEC 61850 or IEEE P1815.2 (DNP3) or Utility-specific DNP3, with Protocol Security

Secure SunSpec 
Modbus or IEC 61850 or 
IEEE P1815.2 (DNP3) or  

Proprietary

Facility Gateway Security 

Services:  Cloud, DMZ, 

firewalls, data access 

control, data validity, 

protocol security, 

contractual agreements, 

privacy

Generic DER Cybersecurity Architecture
With Gateways for Enhanced Security and Privacy between Different Organizations
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Utility SCADA

Utility Energy 
Management Applications: 
Power Flow, Contingency 

Analysis, Generation 

Management

A
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Facility DERMS/PCS:
Manages mandatory and 

market-based functions, DER 

resources, market functions, 

emergency services

Aggregator DERMS: Virtually 

manages mandatory and 

market-based functions, DER 

resources, market functions, 

emergency services

Larger DER 
for Grid 
Support

Wide-spread 
Behind-the-
Meter and 

Front-of-the-
Meter DER

Facility 
Behind-the-
Meter DER
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Secure IEEE 2030.5, IEEE P1815.2 
(DNP3) or IEC 61850 

Secure IEEE 2030.5, IEEE P1815.2 
(DNP3) or IEC 61850 
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• GOVERN (GV) – Establish and monitor the 
organization’s cybersecurity risk management
strategy, expectations, and policy. 

• IDENTIFY (ID) – Help determine the 
current cybersecurity risk to the organization. 

• PROTECT (PR) – Use safeguards to prevent 
or reduce cybersecurity risk. 

• DETECT (DE) – Find and analyze possible 
cybersecurity attacks and compromises. 

• RESPOND (RS) – Take action regarding a 
detected cybersecurity incident. 

• RECOVER (RC) – Restore assets and 
operations that were impacted by a 
cybersecurity incident. 

10

NIST Cybersecurity Framework 2.0 (draft)
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• Risk assessment for Energy Systems with the goal of Business Continuity

• Adoption of company policy and guidelines in Supply Chain management: 
Cybersecurity Supply Chain Risk Management (C-SCRM)  

Topics



NIST 2.0 Framework draft perspective

Source: Public Draft: The NIST Cybersecurity Framework 2.0 – NIST -

August 8, 2023 https://csrc.nist.gov/pubs/cswp/29/the-nist-

cybersecurity-framework-20/ipd

https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-20/ipd
https://csrc.nist.gov/pubs/cswp/29/the-nist-cybersecurity-framework-20/ipd


Enterprise supply chain

Source: NIST SP 800-161r1 



Enterprise supply chain

Source: NIST SP 800-161r1 

The Supply Chain is a set of complex, globally distributed and interconnected resources and
processes.

Cyber SCRM is the set of activities necessary to manage the Cyber Security risk associated with
external parties.

This is needed to:

• Determine Cyber Security Requirements for Suppliers

• Implement requirements through formal agreements (e.g. contracts)

• Communicate to suppliers how these requirements will be verified and validated

• Verify that cybersecurity requirements are met through a variety of assessment
methodologies

• Maintain and improve continuously this process as part of cyber security process



Governance Risk & Compliance management

Governance Risk & Compliance

Roles and Responsabilities

Policy and Guidelines

Asset Management process
Risk Assessment & 

management process

Dashboards
Compliance 

report
Evolution 

planning

Compliance Business Continuity Conformance

Regulatory requirements

(NERC CIP, NIS2, …)
NIST Framework

Requirement Standards

(IEC 62443, ISO 27K, …)

Technical Standards

(IEC 62351, …)

Risk management

ISO/IEC 31010

Supply Chain Risk management

NIST SP 800-161r1



Policy and Guidelines – concept and examples

Specifications on 

context requirements

Global Policy

Specific context technical 

specifications & guidelines

• Identity and Access Management 

• Role Based Access Control

• Physical Security 

• Network Security

• Asset management

• Security Monitoring

• Business Continuity requirements

• Data Classification

• Authentication requirements 

• Data protection and encryption

• Physical monitoring for Substations

• PKI Systems requirements

• Monitoring of OT networks

• OT/IoT Cyber Security requirements

• Network Segregation in OT 

environments

• IaaS cloud security requirements

• AD architecture structure and 

procedures 

• IEC 62351 implementation guide

• Monitoring of OT networks

• Firewall configuration profiles

• Certification Authority CP and CPS

• Monitoring of OT networks

• IaaS Security zones configuration and 

management



Policy and Guidelines – concept and examples

Specifications on 

context requirements

Global Policy

Specific context technical 

specifications & guidelines

• Identity and Access Management 

• Role Based Access Control

• Physical Security 

• Network Security

• Asset management

• Security Monitoring

• Business Continuity requirements

• Data Classification

• Authentication requirements 

• Data protection and encryption

• Physical monitoring for Substations

• PKI Systems requirements

• Monitoring of OT networks

• OT/IoT Cyber Security requirements

• Network Segregation in OT 

environments

• IaaS cloud security requirements

• AD architecture structure and 

procedures 

• IEC 62351 implementation guide

• Monitoring of OT networks

• Firewall configuration profiles

• Certification Authority CP and CPS

• Monitoring of OT networks

• IaaS Security zones configuration and 

management

It must be defined and well communicated 

Who is responsible of issuing, maintenance 

and deployment

These are “the rules of the game” that must 

be valid for the whole supply chain (both for 

suppliers or clients)

Policy and guidelines are guided by:

Regulatory requirements

Standard and best practices

yet must reflect the company reality

Must be shared, agreed and adopted in the 

product/service procurement phase

and in internal solution development

Represent the basis for certification and 

Audit processes

Context requirements and technical specifications will feed the 

afterward supply chain processes and can incorporate controls 

from requirement standards (e.g., IEC 62443) or technical standard 

(e.g., IEC 62351).

Each control responsibility should be clearly assigned to specific 

actors of the supply chain (client, integrator, manufacturer, service 

provider)



C-SCRM Lifecycle – Agree with suppliers on…

Manufacturer/provider

Qualification

Purchase (tender) for 
product/service

Development and 
deployment of the 

solution
Maintenance Decommissioning

• Certifications

• Competences and 

contribution on 

Cybersecurity 

standards and 

best practices 

• Better to share at 

this stage policy 

and guidelines

• Share the 

expected 

standard 

compliance (e.g. 

IEC 62443, ISO 

27K)

• Risk assessment 

• Technical 

standard 

periodical  Audit 

clause

• HR requirement

• Vulnerability and 

event  notification

• Lifecycle clauses 

(patching, 

maintenance, 

decommissioning)

• SLA with attention 

to Business 

Continuity

• Info sharing 

agreement

• Security by 

design, standard 

based  

development or 

integration

• Vulnerability 

Assessment on 

development and 

pre deployment

• At this stage 

Policy, and 

technical 

specification 

based on standard 

(e.g IEC 62351) 

must be 

commonly 

adopted 

• Business 

Continuity 

process regular 

testing

• Patching / 

maintenance 

process 

• Regular Audit on 

product / systems 

and services

• Monitoring of 

events -> incident 

detection

• Asset 

management

• CERT/CSIRT 

process with asset 

responsibility

• Secure 

Information 

back transfer

• Cleanup of 

devices and 

supplier data 

base



Risk management ISO 31000 process and supply chain

Scope, context and criteria
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Risk Analysis

Risk Evaluattion

Risk Assessment

Risk Treatment

Residual Risk acceptance
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Enterprise Policies must consider  

Business process relationship with supplier, 

customers and all stakeholders

Since vendor qualification stage the 

context will enrich

For every  new product, system, service 

the contex will change

New Business processes will change the 

scope 

At this stage the reference contacts for 

afterwards steps must be agreed



Risk management ISO 31000 process and supply chain

Scope, context and criteria
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Risk identification

Risk Analysis

Risk Evaluattion

Risk Assessment

Risk Treatment

Residual Risk acceptance
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ISO 31010 provides several example 

metodologies for Risk Identification, Analysis and 

Evaluation. NIST SP 800-161r1 provides 

specific practices for C-SCRM

Questionaire, interviews but also statistical 

information. Best should be using common and 

standard tools. Perceived Risk is normaly 

unreliable. 

Data from monitoring and Review subprocess 

are essential, but also a tools and metodologies 

to collect them (inside company and from 

supplier).

Information Sharing with all sector 

stakeholders, and authorities is important

Source: ISO IEC 31010 and ISO 27005



Risk management ISO 31000 process and supply chain

Scope, context and criteria
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Risk identification

Risk Analysis

Risk Evaluattion

Risk Assessment

Risk Treatment

Residual Risk acceptance
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Risk Assessments results may require to be: 

Avoid, Transfer, Mitigate or Accept every 

specific Risk.

In a multilevel SC Risk Transfer is needed and 

must me specified in the contract agreement: 

Policy and Technical specification must be 

clear in defining roles between parties (e.g. 

CERT relationships). 

Requirement and Technical standard are 

fundamental to build Company technical 

specifications

Product, maintenance and Service supply 

require quite different approach.

Source: ISO IEC 31010 and ISO 27005



C-SCRM additional elements

Regulatory compliance requirements:

NERC-CIP

NIS, NIS2

GDPR

RED directive

EC Cyber Resilience Act (upcoming)

…

Strict requirements for services and products:

• Notification timing for discovered vulnerabilities and incidens

• Product/service 3party certification

• Lifecycle duration for maintenance

• …

Difficult to comply and be aware to everything expecially for small 

companies. To overcome this problem is possible : 

• adopt collaborative model based on Competence Centers

• enter Information Sharing groups like EE-ISAC

OT environment specific complexity:

• extended solution lifecycle (15-20y) 

compared with IT systems

• Very distributed environment

• Relationship
Open source based solutions, responsibilities, and compliance to 

upcoming regulations.

Information Sharing



References and contacts

• NIST SP 800-161r1, Cybersecurity Supply Chain Risk Management Practices for 
Systems and Organizations, May 2023, 
https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1.pdf

• NIST CSF v2.0, 
https://www.nist.gov/system/files/documents/2023/01/19/CSF_2.0_Concept_Paper_01-18-
23.pdf, https://www.nist.gov/news-events/events/2023/09/journey-nist-cybersecurity-
framework-csf-20-workshop-3

• EE-ISAC, European Energy Information Sharing & Analysis Centre: https://www.ee-
isac.eu/

https://nvlpubs.nist.gov/nistpubs/SpecialPublications/NIST.SP.800-161r1.pdf
https://www.nist.gov/system/files/documents/2023/01/19/CSF_2.0_Concept_Paper_01-18-23.pdf
https://www.nist.gov/system/files/documents/2023/01/19/CSF_2.0_Concept_Paper_01-18-23.pdf
https://www.nist.gov/news-events/events/2023/09/journey-nist-cybersecurity-framework-csf-20-workshop-3
https://www.nist.gov/news-events/events/2023/09/journey-nist-cybersecurity-framework-csf-20-workshop-3
https://www.ee-isac.eu/
https://www.ee-isac.eu/


Thank You

Frances Cleveland, Xanthus Consulting International

fcleve@xanthus-consulting.com

Gian Luigi Pugni, Competence Center START 4.0

glpugni@gmail.com
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